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#02 Windows 10

[N TPN NIVY 40]
Installing, Upgrading, &
Migrating to Win10
Disks & Device Drivers
File Access & Printers
Network Connectivity
Securing Win10 Desktops
Optimizing & Maintaining Win10
Client Computers
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qN971,NINLAIND NINYI7 012N7 ,Windows 10
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#04 Administering Linux

[NIMTPN NIVY 30]
Introduction & Installation
The Bash Shell Environment
The File System
Users & Groups
Basic Networking
Process Management
Startup Process & Monitoring
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#01 Intro to Infrastructure
(MM TPN NIVY 30]

e Hardware Review

* Servers & Desktop Operating
systems

e TCP-IP Protocol

* |Pv4 Addressing & Subnets

e OSI| Model

e Introduction to Virtualization

e |ntroduction to Hyper-V

, 0NV 1IN NWN 1D 1ANT71 NINT7 1ITRZN AT 71TIna
JIp N1avn nNaziiP Niamd ' Tan’7 ,0'ana 0nn

#03 Windows Server 2019/2022

[N TN NIVY 100]
e Administration Tools

e |nstallation Options

e Deployment & Configuration

e Active Directory

* DNS &DHCP

» Storage & File Servers

e Hardening Windows Server &
Active Directory

7M17 Windows 'naw D'PN7 1ITN7N NT 71TIN]
1TaN71,Active Directory-1 011N D'WNDNYD
.DHCP-I1DNS mnw
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#06 Microsoft 365 Administrator
[MS-102]
[NIMTPN NIVY 20]
e Planning & Provisioning y
e Managing Users & Groups
e Client Connectivity
e Directory Synchronization
e Managing Exchange Online
Recipients and Permissions
e Microsoft Exchange Online
e Monitoring & Troubleshooting

AINIT NI YN ,D'WDAYD X7 1ITR7N AT 71TINA
Active DY |1N21D YX271,0ffice 365-1 D'hIN'wI
.Directory

#08 Amazon | AWS

[N TPN NIVY 20]
¢ |dentity Management

* Computing in AWS
* Networking on AWS
* Storagein AWS
* Monitoring in the Cloud
e High Availability
e Automation
NINYA,OM7NIDY DY 70171 DPNT7 1TR7N 71TIna

NI 7W DWIXAILNINT 19W71,AWS |2V2 |IDNXI
Jy
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#05 Automating Administration
with PowerShell [AZ-040]

[NIMTPN NIVY 40]

\ e Cmdlets for Administration

| » Windows PowerShell Pipeline

, V/ . PSProviders & PSDrives

e Querying System Information -
WMI & CIM

e Basic & Advanced Scripting

e Administering Remote
Computers

, 0NV 1IN NP 12D 1ANT71ININTZ 1ITN'ZN DT 71TIna
w1 Navn nNaziiP Niaind ' 1an7 0N 0hann

#07 Microsoft Azure Administrator
[AZ-104]

[NMTPN NIVY 70]
|dentity Management
Governance and Compliance
Azure Administration
Virtual Networks
Inter-site Connectivity
Azure Storage
e Azure Virtual Machines
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Azure ]2V IDNN 'NNWWA WNNWNT7I,NINRA

MCAAA - N'NIN'72'2 NDNDN N2'NA7 N1din
(Microsoft Certified Azure Administrator
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#10 Check Point

[NDTPN NIVY 20]

® Intro - Check Point GAIA

e Checkpoint SmartConsole,
Security Management Server,
Security Gateway

e Deployment Considerations

e Anti-Spoofing

e Security Rules

e Managing Multiple Gateways

e Intro - Check Point VPNs
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#09 Administrating VMware
vSphere

[NMTPN NIVY 20]
e |nstalling vSphere Components
Creating & Management Virtual
Machines
vCenter Server
Configuring & Managing Virtual
Networks & Storage
Resource Management &
Monitoring
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_CIsco k\\
&

#11 CCNA —

NIYY 100 '7Vn - NIPN NV + NI TN NIVY 10]
[NXY NT'N7

¢ |Introduction to Network (ITN)

e Switching, Routing & Wireless
Essentials (SRWE)

e Enterprise Networking, Security
& Automation (ENSA)

e Intro - Check Point VPNs
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.(Cisco Certified Network Associate)
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